3GPP TSG-SA3 Meeting #108e-AdHoc 
S3-223806

Toulouse, France, 10 - 14 October 2022
Source:
Nokia, Nokia Shanghai Bell 
Title:
Proposal for a solution to KI#2 - Home network primary authentication – secondary authentication towards localised service
Document for:
Approval

Agenda Item:
5.16
1
Decision/action requested

It is requested to approve this solution to KI#2
2
References

3
Rationale

This contribution proposes a solution to KI#2. The solution proposes to use already existing methods to authenticate towards the PALS service namely home routed primary authentication to registerer to the hosting network and secondary authentication to register to the service. The secondary authentication is initiated as local breakout of the hosting network.
4
Detailed proposal

************ START OF CHANGES ************
6
Proposed solutions

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1: Security of non-3GPP access for SNPN
	KI#2: Authentication for UE access to hosting network

	Solution #1: Authentication mechanism for untrusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #2: Authentication mechanism for trusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #3: Use of anonymous SUCI in trusted non-3GPP access for SNPN
	X
	

	Solution #4: Authentication for devices that do not support 5GC NAS over WLAN access in SNPN scenarios
	X
	

	Solution #A: Home network primary authentication – secondary authentication towards localised service.
	
	X


************ NEXT OF CHANGES ************
6.A
Solution #A: Home network primary authentication – secondary authentication towards localised service
6.A.1
Introduction 

This is a solution to KI#2.
This solution proposes to use home routed primary authentication towards the home network to establish the connection and secondary authentication towards the localised service provider to authenticate and get access to the service. The solution reuses already existing methods to authenticate the UE, namely home routed authentication, and local break out (break out from hosting network) secondary authentication towards the localised service provider. 
6.A.2
Solution details

Procedures in this solution is based the procedures defined in TS 33.501 [4] clause 11 concerning secondary authentication.
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1. The hosting network, home network and service provider agree on a service agreement.
2. The UE registers to the hosting network which “home routes” the authentication request to the home network which performs the primary authentication of the subscriber and establishes the key hierarchy as defined in TS 33.501 clause 6. The hosting network will act as a visited network and the home network as the home network.
3. The SMF in the hosting network will initiate the secondary authentication as described in TS 33.501 [4] clause 11, as defined for the local breakout configuration. The AAA providing the access to the service can either be managed by the service provider or the hosting network.
6.A.3
System impact

No system impacts.
6.A.4
Evaluation

************ END OF CHANGES ************ 
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